Abstract-The paper presents an approach for protection of PV-systems against electric arcing in the DC-wiring. An intelligent protection device for integration into the PV-modules is developed. The main focus is on the methods that can be used for detection of a burning arc inside the system. The impacts of an arc on the voltages and currents in the system are shown and an algorithm for detection of arcing by a low-power low-cost DSP/microcontroller is proposed.
installations connected to it. This makes installation and repair work difficult and dangerous and is also a disadvantage in emergency situations. E.g. in case of a fire, the fire brigade has no possibility to de-energize the PV-plant. So the work for the firemen gets even more dangerous and they need to take additional precautions when working on energized equipment, loosing time and the optimum possibilities for extinguishing the fire [8] .
State of the art regarding protection against arcs in PVsystems is to minimize the number of connections, take special care when doing connections and to use reinforced isolation between plus-and minus-terminals. Fuses, which have proven to be especially problematic [3] are left out whenever possible. The use of a fuse in a system with very limited and variable short-circuit-current is questionable anyway. Today's arcing protection could be described as "passive", minimizing the possibilities for arcing. But when an arc occurs in spite of these precautions, there is no recognition or protection. [9] and [5] propose an arc-detector to solve the problem of concealed arcs. The first proposed solution is a standalone detector which is connected to the DC-bus and operates a DC-disconnect-switch when an arc is detected. This is a quite expensive solution, because the detector needs an integrated power-supply and the electromechanical disconnect-switch, dimensioned for the nominal current and voltage of the PVarray. Therefore the second proposed solution is, to integrate the detector into the inverter. There, existing hardware can be used (DSP, power-supply, power-semiconductors) to perform the additional functionality of arc detection. This is an effective and inexpensive solution, but there are still drawbacks: For being able to turn off series arcs as well as parallel arcs (see next paragraphs) the detector has to be able to disconnect the PV-input (open circuit) as well as to short circuit it. Especially the short circuit will be difficult to achieve in most inverter topologies. A second drawback is that the PV-array remains energized after a detected fault, i.e, no complete shutdown of the system is possible.
The idea behind this paper is, to build an arc detector combined with a switching element, which is located directly at the source of the energy, the PV-module. A block diagram is shown in figure 1 . When an arc is detected, the module itself will be turned off, thus de-energizing the whole installation. In addition, by means of a global switching command, the system can be powered up or down. This is useful for installation and maintenance work, but also for emergencies like firefighting. In the proposed solution it is necessary to integrate an arcdetector into every PV-module. Therefore it is important, that the circuit can be built very cheap and simple. The longterm aim is, to design a circuit, which is cheap enough to be integrated into the connection-boxes of the modules.
The proposed arc-detector is intended as a device increasing the safety of the system in case of very rare faults. This is comparable to a fuse in a normal AC-installation. When a fuse trips, the connected circuit is powered down. The same shall apply for the arcing detector. When a fault is detected, the system goes to a safe state to prevent further damage. Therefore maximum power point tracking (MPPT) after the detection of an arc is not considered in this paper. However, in future developments it is thinkable that only affected parts of the system are powered down. Then MPPT has to be taken into account.
The detector does not have to be a separate unit. It can also be included in a module integrated-DC/DC-or DC/ACconverter. This could be a very cost effective solution, because parts of the converter's hardware could be used for detection of and protection against arcing.
II. ELECTRIC ARCS AND THEIR DETECTION

A. Properties in PV-Systems
When considering an arc between two electrodes in a circuit consisting of a voltage source and a resistor, the voltage drop across the arc consists of three parts: Anode drop, cathode drop and the voltage drop over the length of the arc column. Anode and cathode drop can be considered as constant and are dependent on the electrode materials. For copper electrodes these two together are in the range between 20 and 30 volts. The voltage drop across the column is dependent on the distance between the electrodes and the current. At a given distance, it is nearly constant for currents between approximately 10 and 500 A and is increasing for lower and higher currents. A closer description of these properties can be found in [10] .
For the accidental ignition of an arc in a PV-system, the most important mechanism is the ignition of an arc by an unintended disconnection of an electric joint while current is flowing. At the beginning of the disconnection, the distance between the two sides of the joint is very small. Therefore, a very large electric field is formed, even if the voltage between the two sides is not very high. The large field causes the ignition of an arc [11] . This mechanism is the same which is used in electrical welding for igniting the arc and is also responsible for the arc when opening a switch. Thus, any voltage greater than approx. 30 V is big enough to ignite and sustain an arc. Compared to this mechanism, the electric breakdown of the isolating gas between two electrodes at a given distance described by the Paschen-law plays nearly no role because of the rather low voltages in PV-systems.
The rather low voltage required for igniting and sustaining a stable arc shows that arcing is a possible issue for PVsystems. Figure 2 shows a typical PV-system with modules connected in series to strings and strings connected in parallel. Typical system voltages for such PV-Arrays are in the range between 300 and 1000 V and typical short-circuit-currents range from some amperes for one-string systems to several hundred amperes in large-scale-systems with many strings in parallel. The figure shows also possible locations for arcs. In the locations labeled a, b, c and d, the loss of contact in a connection will lead to an arc like described above. The resulting arcs will be connected in series to the PV-modules and the load; therefore they will be referenced as series-arcs. Location a is the connection between two cells in a module, b a connection between two modules, c the connection point of several strings and d a connection in the DC-main-bus. In contrast, the arc in location e will be referenced as a parallel arc. It is connected in parallel to the PV-array. The arc in location f is a mixed case, because it is connected in parallel to one PV-module, but in series to the rest of the string.
Series arcs are by far the more common in PV-systems, because any lost connection can result in such an arc. A connection can be weakened by corrosion, faulty installation, loosening screws or damage of a wire due to mechanical stress. When the load current passes this unintended resistance, heat is produced in the joint, leading to thermal stress, which over time weakens the connection further. In the end, the connection can get lost completely, igniting an electric arc [5] .
The described parallel arc which short-circuits the whole or parts of the DC-bus is comparably unusual. It can only happen due to isolation faults, when two terminals are short circuited and the connection causing the short circuit opens again. It is also thinkable that a parallel arc can be the final result of series-arc. A series arc burning inside a connection box can destroy the isolation between + and -and resulting flames can cause enough ionization to finally ignite a parallel arc. It is important to consider parallel arcs, because they can produce more heat and they cannot be extinguished by disconnecting the inverter. While all series arcs will extinguish by doing this, a parallel arc will keep burning, because the PV-Array still feeds current into the arc.
Figure 2 also shows thinkable locations for switches which can be used for extinguishing arcs. 81 and 82 can be used for disconnecting the inverter from the PV-array. By doing this, all series-arcs will be extinguished. The same can be achieved, when the inverter is turned off and the current in the system becomes zero. Parallel arcs on the left side of 81 and 82 will keep burning, because they still receive current from the PV-generator. The switch 83 can be used to short-circuit the DC-bus, this would drive the voltage at the DC-bus to zero, thus extinguishing the parallel arc e. It would not extinguish any series-arcs. It is obvious, that an arc-detector operating switches 81 to 83 has to determine the type of the arc to take the right countermeasure. That makes the detector complicated and fault-prone. The arc in location f is only controllable as a series arc. When the voltage of the PV-module connected in parallel to the arc is high enough to sustain the arc alone, it cannot be extinguished by switches 81 to 83.
In contrast, the switches of the proposed solution are close to the PV-modules. Each module has an own switch, labeled Sm in figure 2. These switches can "turn off" the modules with respect to the outside world, thus extinguishing series and parallel arcs anywhere in the installation. By using this position for the switches, current and voltage will be zero in the DC-installation, when the modules are short-circuited by the switches. Therefore, even the arc in location f shown in figure 2 can be extinguished by the proposed solution.
Having the switches in parallel to the modules is an advantage, because they do not cause any losses during normal operation of the plant, as it would be the case with switches connected in series. A disadvantage is that series arcs inside the PV-module will not in all cases be extinguished. If this is necessary, e.g. because of high module-voltage, the seriesconnection of the switch should be preferred.
B. Methods for detection of arcs:
To build an arcing detector, the signature of an arc in current and voltage is of special interest. Electric arcing is a chaotic process, leading to a chaotic frequency spectrum of the arc current. The spectrum of an arc extends from DC through the whole radio frequency spectrum up to microwave and even light emission. The amplitude of the current is proportional to 1If, i.e, the highest amplitude is found at low frequencies.
A well written description of the chaotic properties of arcs can be found in the patent [12] for an arc detection method which is a further development of the detector presented in [13] . The patent explains that chaotic processes are not simply random, but they show a fractal sort of self-similarity like known from the Mandelbrot figures. The spectrum of an arc can be organized into self-similar fractal subsets. All information for detecting an arc is given in one of these fractal subsets. In their work, the authors of [12] come to the conclusion, that it is sufficient to monitor one of the fractal subsets to detect an arc. They state that the bandwidth of a fractal subset in the spectrum is at least a quarter of a logarithmic decade of the frequency range, e.g. (25..50) Hz. That means that the signal to be analyzed by the detector can be band-limited to such a range. When using a narrower band-limit, information will be lost, making the detector more vulnerable to faulty detections. Due to the l/f-charactcristic of the spectrum, it is reasonable to choose as low as possible frequencies for monitoring.
Existing arc detectors use different methods for detecting arcs. The detector in [5] contains a resonant circuit which is tuned to a specific frequency. This frequency is not expected during normal operation of the plant. By monitoring this frequency, an arc can be discovered. A disadvantage is that the frequency must not be present as a noise signal from another source like the inverter; otherwise the detector will trip accidentally. Regarding to [12] , the problem could be, that not a whole fractal subset is monitored.
Other arc detectors like the ones mentioned in [10] and [11] detect specific current-and voltage changes in the first moment of an arc or they perform an active measurement of the frequency response like the one in [14] . These methods seem not to be appropriate for integration into each PV-module because of cost and interference between the several detectors.
A more or less theoretical approach is to calculate and analyze the power-spectral-density of the current signal. This can be done by calculating the Fourier transform of the autocorrelation function of the current signal. This approach is not taken, because the performance and memory requirements for this operation are not met on a low-power, low-cost microcontroller.
The proposed approach for the detector is, to use filters and statistical methods in order to analyze the measured signal. This can be done in the time domain using digital FIR filters and some simple calculations. The output is a signal that represents the level of chaos in the input signal. This level can be compared with a threshold to get the information if an + module-connection-box Fig. 3 . Block-diagram of module integrated arc-detector arc exists or not. The approach is similar to the one used in [13] , except that the proposed system is digital in contrast to the analog approach in the article and that another process to determine the level of chaos is used.
When an arc-detector is integrated into the PV-modules like proposed, only the module current and voltage are available for measurement and monitoring by the detector. Since the system has to be cost-optimized, the measurement of the current was avoided, because it would require a shunt resistor, a hall-sensor or a current transformer. Therefore, the only signal used as an input to the arc-detector is the module voltage. As mentioned above, the current is the signal which is modulated by an arc. Due to the non-constant VII-characteristic of a PV-module, a change in current causes a change in voltage. The module voltage should therefore carry enough information to detect an arc in the system. The amplitude of the arc voltage measured at the PV-module will vary strongly, dependent on where in the system the arc occurs. This makes it important, that the detector works correctly over a great range of amplitudes.
A statistical method which creates an output that can be used for finding a measure for the level of chaos is the variance of a signal. If a random variable has the expected value J-l == E (X), then the variance of X given by: (1) When the variance for a signal is calculated, the variance function will be greater when the randomness of the signal increases. For a constant signal the variance will be zero and for single, sinusoidal frequencies it will be small. Therefore a simplified version of a variance calculation will be used in the proposed arc detector. Figure 3 shows a block diagram of the proposed arc-detector for integration into a module connection box. It consists of a semiconductor switch in parallel to the module, which can be used for turning off the module by making a short-circuit. The module voltage is measured by a voltage divider, which can be capacitive or resistive. The central part is the micro-controller, here a digital signal controller (DSC) from TI's C2000-series is used. A small DC/DC-converter is used as a power supply Instead of using the MOSFET parallel to the module as a switch, also a thyristor could be used. Once fired in case of a detected arc, the thyristor would latch until the current falls below the holding current of the device. This would typically be the end of the day. During the night the system would be reset automatically. A semiconductor switch in series to the module is also thinkable. That would cause additional losses during normal operation, but as mentioned above, also seriesarcs inside the module itself could be turned off.
III. IMPLEMENTATION OF THE ARC DETECTOR
The detection algorithm used for the arc-detector is based on digital filtering of the module voltage and statistical calculations. A central part of the algorithm is a simplified, floating version of the variance of the signal. For each sample, this special variance is calculated and gives a measure on how random the sample is compared to its predecessors.
A block diagram of the algorithm is shown in figure 4 . After an analog anti-aliasing filter the signal is AID-converted with a sample rate of 50 kHz. This rather high sample-rate was chosen for experimental reasons. When the concept is developed further, the sample-rate can and should be reduced in order to save resources.
After the AID-conversion, the relevant fractal subset is filtered out by a FIR band pass filter. For the experimental setup corner frequencies of 1 kHz and 7,5 kHz were chosen here. After the band pass filtering, the signal is fed to the variance-block. This block consists of an estimator, which is supposed to calculate an estimated value for the next sample. The output of the estimator is subtracted from the input signal. The resulting difference will be zero, when the estimation was perfect. The worse the estimation is the greater will the absolute value of the difference signal be. The difference between estimation and measured value is then squared. This nonlinear operation is intended to dampen the response to small random fluctuations of the input. Great differences between estimated and sampled value get more weight by doing this operation.
The estimator is implemented by a FIR low pass filter with a corner frequency of 10kHz. The last step is a simple, floating average calculation of the output of the variance-block. The result is a positive number, representing the probability that an arc exists in the system. This number is compared with a constant threshold, delivering a binary arc/no-arc result.
IV. EXPERIMENTAL TEST IN THE LABORATORY
A. Setup
The lab setup for an experimental test of the detector is shown in figure 5 . A variable DC-source and a resistor are used as a rough model for a PV-panel. By connecting the resistor in series to the source, two things are achieved: The characteristic of the source is changed from constant voltage to a voltage which depends on the load current. This is essential for the concept of the arc detector. Using a constant voltage source, a measurement of this voltage could not detect an arc. The second use of the resistor is, to limit the current, when the MOSFET is turned on to short-circuit the source. Using a PV-module, the resistor will not be necessary.
The load of the circuit is another resistor. One terminal of this resistor is connected via two electrodes which touch each other in the beginning, but can be pulled apart in a controlled manner by a screw mechanism.
The voltage measurement is done with a capacitive and resistive voltage divider. The output voltage is then amplified, filtered and fed to the AID-input of the DSC.
The gate electrode of the MOSFET is driven by an optically isolating gate-driver. As a controller, the 320F2808 from Texas Instruments is used. Figure 6 shows a measurement that was taken at a voltage of 60 V and a current of 6 A. The circuit was powered up with the arc-electrodes touching each other. Then the detector was activated. When the electrodes are moved apart from each other the arcing-fault is detected within approximately 175 J-LS and turned off. Channel 1 shows the input voltage to the AlDconverter, channel 3 the gate signal for the MOSFET (going high: arc is detected and turned off) and channel 4 shows the voltage across the load resistor. It can be noticed that while the arc is burning, the voltage gets lower. The difference is the voltage that drops across the arc.
B. Results
When the detector is left off for comparison, under the same conditions a stable arc will ignite and keep burning until the source is turned off or the electrodes are pulled far enough from each other.
It has to be said that the conducted experiment can only be a first step in evaluating the performance of the detector. It is important to perform tests on an actual PV-plant to check, if all types of arcs in the system can be detected by measuring the module voltage. Also, the concurrent interaction of several arc detectors in the system has to be evaluated. Noise caused by the inverter has also to be taken into account. It is important, that the detector does not trip accidentally.
c. Future work
The next step will be to build a detector, which will be small and handy enough to be integrated into the PV-modules. Then new experiments will be performed on an actual PV-plant. Yet untouched parts of the idea are communication between a central unit or the inverter and the detectors, the power supply of the detectors during turn-off of the modules and the reset procedure in order to get a tripped plant operating again.
V. CONCLUSION
A module integrated arcing detector is proposed, having some advantages compared to detectors which are separate units or integrated into the inverter. Different known detection methods for arcing are reviewed and a new digital method is proposed. The algorithm can be computed on a lowperformance microcontroller, thus making it economically possible to integrate an arc-detector into every PV-module. The proposed detector was tested in the lab and shows promising results. Tests on an actual PV-system have to be performed in the future.
